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Security Information

] X

This page contains bath secure and nonsecure
iterns.

Do you want to display the nonzecure items?

Mo ] ’ tare Info

AAAAAAA

Gereral | Securty | Privacy

o

Inkernet

b
Internet

Security level for this zone

(
< .
$ > 4
#$

4% > 4% (

¥ (
< $ 4 <

Custom

(
&
X

Select a‘web content zone to specify its security 3

Loeal intranet  Trusted sites:
This zone containg all Web sites you
haven't placed in other zores

Custorn settings
- To change the settings. click Custol
- To uge the recommended settings,

Custom Level...

Cantent | Connections | Programs | Advanced

Security Settings

Settings:

&) Allow Web pages to use restricted protocols for active & |
Ay
() Disable
(‘) Enable
@ Prampt
@ Display mixed content
Disable
Enable
Prompt |
&) Don't prompt For client certificate selection when no cer
(@) Disable
C,‘l Enable
@ Drag and drop or copy and paste files
~
() Disable

|£ b
Reset custom settings

v [Rest ]

Reset toi | Medium
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Configure SSL

Update Web.Config

For this module to function, the WEB.Config file for your web site must be modified.

The link to left will make a backup copy of the file, then make the required modifications.
There is a small chance that this procedure could corrupt the file. If this happens, you may
need to restore the file from the backup. See your hosting provider for how to do this if you
are unsure.

This will cause your web application to reload, so please wait upto 60 seconds.
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SSLAlias

Primary Alias Potral Aliases to Redirect

Redirect all Portal Aliases to this URL. BE YERY
CAREFUL WITH THIS STEP. Make sure that you redirect
to the URL where vou DNN Installation is physically

located.
) Mo Redirection Required (localhost/www . spinningwheelonline .com_offlinetam
D localhast/www spinningwheelonline .com_offline/tam [¥]localhost/www spinningwheelanline .cam_offline
() localhost/www spinningwheelanline .cam_offline [localhost/ssltest
O localhost/ssltest Select All
Child Portal [l CHECK HERE if this is a child portal.

R d t This is intended for those hosted where the host allows you to share a common
edirec S5L certificate where you access your site via a path of their server. For
example, for www.ahc.com's site, you would access your site on secure pages by

Securec' Pages going to https:f fwww. theirserver.comyfahc.
to this URL

® No Redirection Required
O localhost/www spinningwheelonline .com_offlineAom
(@) localhost/www . spinningwheelonline .com_offline

) localhaost/ssltest

Update Cancel
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Setup Redirection

Primary Alias Potral Aliases to Redirect

Redirect all Portal Aliases to this URL. BE YERY
CAREFUL WITH THIS STEP. Make sure that you redirect
to the URL where vou O Installation is physically
located.

Child Portal [¥] CHECK HERE if this is a child portal.

If the current portal is a child portal, then click below. Because of how DNN handles, child portals, you
are restricted to using the redirection settings of the primary portal for this site. For the Database
Administrator, this means that the primary portal is defined as the site with PortalID=0.

Unsecure Redirect Target - localhost/www . spinningwheelonling .com_offling

Secured Redirect Target -

R d t This is intended for those hosted where the host allows you to share a common
edirec |55L certificate where you access your site via a path of their server. For
example, for www.abc.com's site, you would access your site on secure pages by

Securec' Pages going to https:f fwww. theirserver.comfabc.
to this URL

Update  Cancel
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CSS URL Re-Write

Copy all CSS Files in selected Subdirectory to files and add HTTPS to file name for URL Rewriting. If the "Re-Write Standard Embedded
Paths" option is Setup S5L is not selected, this option will have no effect on program. This module will modify all of the URL references in
the new CSS file so that they have HTTPS in their path. This will keep the users from getting the "Page contains both secure and
unsecured content” warning message. If the "Re-Write Standard Embedded Paths" option is Setup 55L is selected and this routine does
not process your C55 files, then none of your CS5 files will correctly link to your secure page.

Use this feature with care if using Snapsis CSS_Skins. This software automatically includes ALL CSS files in the skin directory in the
rendered page. Including, both the original skin.css file and the new skinHTTPS.css file, thereby doubling the amount of CSS files user
has to download. So if you are running this software, manually update your skin CSS file in Snapsis CSS5_Skins so that all the URL's
absolutely reference your graphics files. For example, reference "url(headerjpg)" needs to be changed to "url

( https:/www.abc.com/portals/ default/skinlName/headerjpg)’. This can also be done by running this routine, then updating the old skin
files with the contents of the new HTTPS files and finally deleting the *HTTPS.CSS files.

Will Automatically overwrite files with the same name.

Administrators Copy CSE files only for your portal

Host Account M Copy CSS files for ALL DesktopModules
Selection Portal Options:

O Copy files for Current Portal
@ Copy files for Default Skins Only
O Copy files for ALL Portals

Files Copied:

Portals/_default/Skins/DMNN/skin.css
Portals/_default/Skins/GooddogsSkin/HushPuppy .css
Portals/_default/Skins/PHPDupe/skin.css
Portals/_default/Skins/sw_skin/skin.css

Update Files  Exit
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Configure SSL

Secure All Pages

Secure Registration Page
Secure Login Page
Secure Default Page

Secure AdminfHost Pages

Re-Write Standard Embedded
Paths

Re-Write CS5 File Links

Display Diagnostic Messages

Development URL

SSL Site Parameters Setup

O
O
L Page displayed with no TABID.

O

[Ire-write for Images, Partals, Admin and Desktopmadules directories. See

documentation for full details
[ TRe-writes *.css file links ta *HTTPS.css file links.

] all users will a get message on secured pages stating that the page is protected,
Useful for testing in local development environment,

localhost

Wildeard URL fragment for testing in Development Environment where there is no
SSL Certificate. Active URL Path is searched for this string. If found, then
redirection to HTTPS is never called. To disable, then leave blank.
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